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Cryptocurrencies

Cryptocurrencies, or virtual currencies, 
are digital assets that can be used 
as mediums of exchange in digital 
transactions. Examples include bitcoin, 
litecoin, ethereum, ripple, and Zcash. 
Cryptocurrencies are secured by 
cryptography, and the supply of virtual 
coins is controlled by cryptographic 
algorithms, rather than a central bank  
or government authority.

Initial coin offerings

Initial coin offerings (ICOs) are being 
used by companies to raise capital and 
fund projects. Investors are offered 
tokens either to participate in the 
underlying cryptocurrency’s potential 
rise in value, or to gain a stake in the 
returns of the underlying project. The 
tokens generally do not provide any 
ownership rights in the project, and 
there typically are not cash dividends. 
The rights and limitations of any ICO 
are spelled out in an individualized 
White Paper. Along with increased 
speed and reduced transaction costs, 
for many companies they provide a 
welcome alternative to bank or venture 
capital financing because they don’t 
involve a loss of control. The market 
has grown and in 2017, it is estimated 
that between $4 and $6 billion was 
raised in this way.

Blockchain

Transactions conducted in 
cryptocurrencies are saved in a publicly 
available shared digital ledger, or 
blockchain. The blockchain is updated 
every few minutes, and the ledger 
contains a chronological record of every 
transaction made in that currency. 
Identical copies of this data ledger are 
stored on multiple computers around 
the world, to make it theoretically 
tamper-proof. There are unlimited 
potential applications for blockchain 
technology, including stock ledgers, 
vehicle and property title registration, 
global trade and transportation, energy 
grids and education.

Smart contracts 

Smart contracts have enabled 
blockchain technology to be used in 
transactions. They are not contracts 
per se, but rather intelligent, 
customized software programs that 
automatically execute agreements 
when certain conditions are met. 
Smart contracts allow parties to 
conduct transactions at lightning 
speeds, across borders, which could 
reduce mistakes, fraud, and  
market manipulation.



Cryptocurrencies, and the technology supporting them, are revolutionizing global 
finance, with emerging companies able to raise funds quickly, efficiently, and 
with lower transaction costs. Institutional and individual investors have driven 
the market to over $700 billion by early 2018. 

Nevertheless, the cryptocurrency market offers specific 
challenges that go beyond standard investment risks.  
The underlying technology is complex and ever-changing. 
And its regulation is in flux, with existing requirements 
sometimes ill-suited to the new environment. 
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Innovative consulting services to support ICOs,  
crypto-businesses and cryptocurrency investors

As a leading global provider of regulatory consulting 
services, Bovill can work with you to capitalize on the 
opportunities in the cryptocurrency market, while also 
understanding and helping to manage the risks. Whether 
you are looking to raise funds or invest, we can guide you 
through the regulatory, financial crime and cybersecurity 
challenges. Our expertise in digital currency, money 
services businesses and payments is supported by a 
global team of regulatory specialists who have their 
finger on the pulse of changing regulation.
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Regulatory uncertainty and cyber threats 
present challenges

Because of the anonymity built into blockchain 
transactions, and a lack of oversight, some 
areas of the cryptocurrency market have been 
overshadowed by allegations of criminal activity 
and fraud which has prompted regulatory 
attention. Some countries, including China and 
South Korea, have imposed trading bans on 
certain cryptocurrencies. Elsewhere, including 
the US, regulators are trying to strike a balance 
between cracking down on fraudulent activity 
and facilitating innovation.
This lack of cohesion and consistency is causing uncertainty. 
Where regulations do exist, they can be difficult to apply 
to the specifics of blockchain investments. ICO tokens, 
for example, can be classified as a security, commodity, 
derivative, or currency, depending on the nature of the 
project, as well as the intentions and expectations of the 
issuer and investor. These characteristics may also shift over 
the life of the project, creating more difficulty.

The digital nature of cryptocurrency investments means 
that data security is of paramount concern. While the 
blockchain itself is generally considered to be hack-proof 
once established, the same cannot be said for crypto 
exchange wallets. Security breaches around wallet security 
are still occurring, highlighting the need for further security 
measures. The security of the underlying IT infrastructure 
of exchanges is also a concern. Exchange operators will 
need to assure themselves and their customers that from 
a people and technology perspective their operations are 
totally secure. 

In the US, according to the Howey Test, a 
security must meet three criteria:  1) it requires 
an investment of money 2) to fund a common 
venture 3) with a reasonable expectation of 
profits to be derived from the entrepreneurial 
or managerial efforts of others. On this basis 
most tokens would appear to be securities.

The SEC ruled in July 2017 that tokens 
issued in a specific ICO should be considered 
securities, and therefore subject to securities-
related rules and regulations. Firms that 
assume an exemption from securities law 
without a supporting opinion could find 
themselves the subject of lawsuits, regulatory 
examination, and enforcement action.
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Global reach
With offices in the US, UK, Singapore and Hong Kong, 
Bovill has worked with a broad range of global financial 
services companies. We operate as one team so you 
get one consistent view and support for conducting 
transactions that transcend national borders.

How Bovill can help

We understand regulatory risk and how to comply with local and global regulations. We can act as 
your adviser whether you are a FinTech company looking to raise funds, a money service business 
utilizing blockchain technology, or an investor evaluating investments in either cryptocurrency or 
companies using blockchain.

Local expertise
We understand the regulatory intricacies in the individual 
countries and jurisdictions in which we operate. Our team 
includes experts on US and state-based regulations. We 
work both with companies seeking a committed compliance 
adviser locally, as well as with global firms, or firms seeking 
clients, partners or investors around the globe.

Industry insight
Bovill is a trusted name in the global financial services 
industry. Our in-depth understanding spans investment 
types, countries, and regulatory jurisdictions. We are on 
top of emerging regulation and invest in training and 
professional development to stay ahead of the issues. 
Many members of our team have worked for, or closely 
with, the world’s leading regulators. This experience 
provides us with a unique perspective on what regulatory 
agencies are looking for. 

Specifically, we can advise you on:

•	 analyzing global and country specific regulatory frameworks

•	 determining whether a token is a security, or a platform is an exchange

•	 establishing a link with the ‘legacy’ investment markets

•	 building trading platforms such as MTFs

•	 Supporting your licensing or authorisation application

•	 developing regulatory policies and procedures including anti-money laundering (AML) 
and know your customer (KYC) 

•	 evaluating data privacy and cybersecurity issues and solutions

•	 establishing cryptocurrency benchmarks

•	 conducting regulatory due diligence on investments
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ICO advisory services

Establishing an ICO may be a complicated and time-consuming process that requires careful 
planning, regulatory due diligence, and the establishment of the proper legal framework. Bovill 
has worked with a wide range of firms as they navigate business start-ups, funding initiatives, 
and offerings of securities as well as coin-based instruments. We understand the issues involved, 
and the challenges that may arise. We bring deep insight into the considerations that can help 
you launch your offering on a strong footing, while ensuring you meet even the most complex 
compliance requirements. 

Depending on structure and usage, ICOs, Token Generation 
Events (TGEs) and other blockchain enabled activity might fall 
within the current regulatory perimeter. If analysis shows that 
a firm undertaking crypto related activity requires regulatory
authorisation or a licence, we can support the preparation of 
such an application. As mainstream and institutional interest 
in crypto-assets evolves, the regulatory perimeter is likely to 
evolve too. We can work with you to prepare a regulatory 
application which is aligned with the requirements and 
expectations of the relevant regulator and also help you to 
devise an appropriate compliance framework for deployment 
once the necessary approvals are granted.

Authorisation and licensing support
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Establishing a compliance framework 

For all firms operating in financial markets it is important to 
have a robust compliance framework from the outset. Bovill can 
work with you to formulate a tailored compliance framework 
including policies and procedures that are adapted to the special 
requirements of the cryptocurrency and ICO market.  

Within this framework we can provide you with an ongoing support 
service, designed to respond to your compliance needs as your 
business grows and develops, and new regulations emerge. We will 
alert you to any new requirements, and will be on hand to answer 
your questions. We can also develop a compliance calendar including 
regulatory filing deadlines, a schedule of annual reviews, testing of 
your marketing materials, reviewing your AML program and so on. This 
gives you the peace of mind that you are doing the right thing. 

Other services

•	 We can help you establish common sense, comprehensive documentation and record keeping procedures 
to ensure you can respond to additional reporting requirements or information requests

•	 We can help you design effective training and assessment materials  

•	 We can educate your staff on potential red flags to watch for, and make certain they know how and to 
whom to escalate any concerns

•	 We can review a sample of your inbound and outbound emails to identify any behavior that might violate 
SEC regulations

Providing ongoing assurance
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Investment due diligence  
and risk analysis 

Conducting thorough due diligence 
on cryptocurrency investments can 
be difficult, especially in cases where 
public information on management 
structure, balance sheets, and 
financial performance is unavailable. 

AML and  
financial crime 

Firms that issue investments or 
conduct financial transactions 
are required to maintain and 
document AML, counter-terrorist 
financing (CTF) and anti-fraud 
controls. KYC provisions require

In some cases, it may even be difficult to verify the identity 
of the issuer beyond a digital signature. For this reason, 
any investment in cryptocurrency-based assets should 
be made with consideration, discipline, and a clear-eyed 
recognition of risk. 

Bovill’s team of experts bring insight into the issues 
involved, and we’re uniquely qualified to help you conduct 
detailed due diligence into any investment by: 

•	 reviewing available documentation to determine the 
nature of the project, the structure of the offering, 
and the rights and benefits the tokens provide

•	 educating your staff on potential red flags to watch 
for, and make certain they know how and to whom to 
escalate any concerns

•	 assessing regulatory implications for secondary 
trading

•	 helping verify the identity, background, and licensing 
qualifications of the issuer, promoter, or advisor, and 
providing documentation as required under AML and 
KYC regulations for securities 

•	 documenting all aspects of the transaction and 
consulting with you on the best ways to protect your 
investment from cybersecurity risk.

firms to verify the identity of clients and investors. Firms 
are also expected to conduct appropriate levels of due 
diligence on customer accounts and to report any signs 
of criminal activity. 

We expect that AML and KYC requirements will be a 
growing focus in the cryptocurrency and ICO market. 
Firms that voluntarily comply with best practice will 
not only stay on the right side of regulators, but 
also encourage investors. Conducting AML and KYC 
compliance in a blockchain environment presents special 
challenges. While the blockchain ledger itself is public, it 
is not always easy to match digital IDs in the ledger with 
the parties behind them. 

As the cryptocurrency market grows and seeks to 
attract a wider investment base, we expect to see more 
innovation aimed at helping to facilitate due diligence. 
Bovill is, through its client work, keeping abreast of best 
practices in this area, and we can advise you on practical 
solutions that make sense for your business. We also can 
act as a liaison with your technology team to explore 
possibilities of building such controls into your trading 
algorithm. 

Our dedicated team of financial crime experts can work 
with you to develop or adapt your current financial crime, 
AML, and CTF screens to the needs of the cryptocurrency 
market, as well as creating a system for documenting 
and reporting your KYC and due diligence activities. We 
are experienced in establishing clear procedures for filing 
Suspicious Activity Reports. Finally, we can work with you 
to establish practical trade monitoring and due diligence 
programs that meet compliance requirements. 

Technology 

From a technology perspective we can 
review your existing data security and 
backup protocols, and help you evaluate 
advanced cybersecurity solutions. We also 
can help you evaluate outsourcing and 
vendor offerings.



Examples of our recent experience
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We worked with a cryptocurrency exchange 
with an e-money application to enable them to 
issue a crypto-based payment card. 

We undertook an AML and sanctions audit 
which covered the fiat to crypto and crypto to 
fiat conversion services for a digital banking 
alternative company offering pre-paid debit 
cards, a currency exchange, cryptocurrency 
exchange and peer-to-peer payments. 

We worked with Europe’s leading all-inclusive 
platform to buy, sell and manage bitcoin, 
to prepare their response to a call with the 
European Securities and Markets Authority 
(ESMA) for evidence on Contract for Difference 
(CFDs) and Binary Options including crypto CFDs.

Bovill has worked with a wide variety of companies in the digital currency and blockchain space.  
A few examples of projects we have delivered include:

We are advising clients on cryptocurrency 
benchmarks and benchmark-based products, as 
well as assisting in the design work around those 
indices and products.
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The team

Bovill UK

Tobias Sproehnle 
Consultant 
T. +44 (0)207 633 5891   
E. tsproehnle@bovill.com

Colin Darby 
Managing Consultant
T. +44 (0)207 633 3238   
E. cdarby@bovill.com

Gareth Parker 
Consultant 
T. +44 (0)207 633 5892   
E. gparker@bovill.com

Katie Pollock 
Consultant 
T. +1 312 624 9574  
E. kpollock@bovill.com

Ross Goffi 
Managing Consultant
T. +1 312 265 0847  
E. rgoffi@bovill.com

Bovill Americas

Bovill Asia

Rebecca Thorpe 
Partner, Head of Bovill Asia
T. +852 6111 6472  
E. rthorpe@bovill.com

David Copland 
Managing Consultant
T. +852 6117 0029  
E. dcopland@bovill.com



Bovill is a specialist financial services regulatory 
consultancy, established in 1999 and headquartered 
in London. We also have offices in Chicago, Singapore 
and Hong Kong. 

Our sole activity is the provision of high-quality, 
technically-focused advice and consultancy services 
on all aspects of financial services regulation. 
We aim to develop effective solutions to the 
complex problems of our clients, and do not offer 
commoditized advice or services.

Bovill Americas

+1 312 600 9992 
info@bovill.com

Bovill UK

+44 (0)20 7620 8440 
enquiries@bovill.com

Bovill Asia

Singapore: +65 6692 2390  
Hong Kong: +852 3478 3858 
enquiriesasia@bovill.com
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